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Abstract. Passive side channels of the photon source make quantum key distribution (QKD)
protocols insecure. To restore security, we need to incorporate the leakage through the side
channel into the secret key estimate, but there is no definitive way to do that. In this work, we
compare several practical methods of secret key rate estimating in QKD protocols with photon
distinguishability side channel. We calculate upper bounds on secret key generation rates, using
two reinterpretations of eavesdropper excess information — the effective error method and the
a-priori loss method. We demonstrate that the effective error method provides tighter upper
bound on the secret key rate than a-priori loss. Our results refine the toolbox of estimating
security of QKD protocols with passive source side channels.
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Annoranuda. IlaccuBHble MOOOYHBIE KaHajibl MCTOYHMKA (DOTOHOB [€JIalOT MPOTOKOJIbI
KkBaHTOBOoro pacnpeaeiaeHust kmwodeir (KPK) HebezomacHbiMU. YTOOBI BOCCTAaHOBUTH
0e30MacHOCTb, HEOOXOAUMO BKJIIOUUTH YTEUKY Yepe3 MOOOUYHBINM KaHal B OLIEHKY CEKPETHOIO
KJII0Ya, HO HE CYIIIECTBYET OMPENEIEHHOTO crioco0a cieyiath 3T0. B 3T0# paboTe Mbl CpaBHUBaeM
HECKOJIBKO TMPaKTUUYECKMUX METOMOB OLIEHKM CKOPOCTH CEKPETHOTO KJua B IIPOTOKOJIAX
KPK ¢ moGo4yHbIM KaHajJoM, BO3HUKAIOLIMM OT YacTUYHON pa3sIMYUMOCTH (DOTOHOB, U
JNEMOHCTPUPYEM, YTO MeTo 3 (hEeKTUBHON OLIMOKM obOecrneyrBaeT 0osee KEeCTKYI BEPXHIOIO
rpaHULly IJIsI CKOPOCTU Te€HEepaLMM CEeKPETHBIX KJIIOUYeil, YeM METOMd alpUOPHbIX MOTEPb.

KioueBble cioBa: KBaAaHTOBOE paclpeAcicHHEe KIloueil, MoOOYHBIe KaHaJbl MCTOYHUKOB
uHdopMmaluu, nporokoya bb84 ¢ cocTosTHUSIMU-TOBYLLIKAMU
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Introduction

Theoretical QKD protocols, which promise unconditional security, are based on idealistic model
of optical hardware. These models often differ from real devices performance. The gap between
practice and theory leads to excess leakage of information about secret key towards an eavesdropper
through side channels. There are many reasons why such leakage can occur, and the problem of
estimating and/or eliminating unwanted leakages of information is an active research topic [1, 2].

Photon distinguishability side channel is one of such side channels, which provide the
eavesdropper with additional information. This kind of such channel does not require any active
interaction between the eavesdropper and hardware of legitimate users, so this side channel is
passive. One of the prospective ways to solve the problem of passive source side channels is the
development of methods to estimate information leakage. The standard method, used in the
field, is a GLLP approach [3], which incorporates side channel eavesdropping from the general
perspective. Although being general, this approach provides pessimistic rates of secret key gen-
eration, thus guaranteeing QKD systems to be secure only on very short distances. Taking into
account specific structure and nature of a particular side channel, as well as considering explicit
eavesdropping strategies on QKD systems with such a side channel can provide more optimistic
security estimates [4].

In recent paper [5], there was introduced a practical method to estimate excess leakage of
information through the photon distinguishability side channel in a BB84 decoy state protocol.
This method uses reinterpretation of additional information of the eavesdropper to calculate a
so-called effective error, a cumulative parameter, which incorporates both eavesdropping on the
protocol and on the passive side channel. This method is aimed to be a convenient practical tool
to estimate security of QKD. Here we further refine the idea of this method. In particular, we
consider another possible reinterpretation of additional information, dubbed a-priori loss method,
and investigate the security of the QKD protocol, estimated using both of described methods.
We show that the effective error method provides more tight security estimate than the a-priori
loss method.

Materials and Methods

When the eavesdropper (Eve) attacks the QKD protocol without side channels, she obtains
information about secret key bit at the cost of introducing errors in legitimate sides communica-
tion, Alice (sender) and Bob(receiver), of the value Q. If a side channel is available, Eve obtains
excess information A/ about the secret key without introducing communication error. This excess
information formally incorporated to the loss of mutual information between legitimate sides and
interpreted as an information leaked to the eavesdropper. The secret key rate of the QKD proto-
col then is calculated from information relations between three main actors:

R*=1-h(Q)— (W(Q) + Ah), ()

Formally, the excess information term can be moved across the secret key rate, and the mean-
ing of this term changes. In particular, the secret key rate (1) contains three terms. The first term
(the a-priori term) corresponds to initial entropy of the Alice source and bounds the amount of
information to be send through a communication channel (it is 1 bit in most QKD protocols
with discrete variables). The second term (the a-posteriori term) is the conditional entropy of the
Bob after measurement of the physical carrier (a photon or another light pulse) at the end of the
communication channel. Finally, the third term corresponds to information leakage towards Eve
as a result of her eavesdropping actions. Moving the excess information from side channels to one
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of the two first terms, we reinterpret excess information of the eavesdropper such that this amount
of information influences legitimate sides instead of the adversary. This transforms the equation
for the secret key rate to the following:

R =1-hQ)—(MQ) +Ah)=1- Q") - h(Q) =1 - Ah =2h(Q). 2

Moving excess information to the a-priori term corresponds to Bob knowledge about Alice
before measurement or, alternatively, to the randomness of Alice source; this interpretation con-
stitutes the a-priori loss method of estimating QKD security. Contrary, moving excess information
to the a-posteriori term corresponds to information gain about Alice photon state after Bob’s
measurement; this interpretation constitutes the effective error method.

The proposed two methods provide novel points of view on the effect of the source side chan-
nel on the communication process. The first point is the decrease of the randomness of the Alice
source, and the other point is the reduced quality of Bobs measurement devices, leading to equiv-
alent theoretic information relations between communication sides. It is interesting to compare
these interpretations in application to a particular QKD protocol. To do so, we calculate secret
key rates in the BB84 protocols with decoy states in two ways: using the effective error method

R =0 (1-h(e!))- f0,n(EL), 3)

and using the a-priori loss method

R =Q,(1-Ah—h(e))- fO,h(E,). (4)

To model the eavesdropping on the signal degree of freedom — the photon physical quantity,
used to distribute a secret key bit — we use a phase-covariant cloning attack, which is the most
powerful attack on the ideal BB84 protocol (without side channels and with single photons as a bit
carrier) [6]. This operation then is followed by a collective attack on the signal and side channel
system: Eve measures the state of composite system with a collective measurement, which gives
her the Holevo value amount of information [7] about secret bits. The main purpose of this work
is to compare these two methods and to define which one provides a tighter upper bound on the
secret key rate for the BB84 decoy state protocol with a passive source side channel.

Results and Discussion

Fig. 1 shows secret key rates for two estimation approaches described above. We use standard
parameters of QKD setups — optical fiber attenuation o = 0.2, average photon number per pulse
u = 0.5, optical error rate 1%, dark count probability ¥, = 107°, and error correction efficiency /= 1.1.
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Fig. 1. Secret key rates, calculated with two methods, the effective error method
and a-priori loss method, for different values of side channel leakage parameter A
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From the figure we can see the difference between resulting secret key rates, calculated with
two approaches. In particular, the effective error method provides tighter upper bound on the
secret key generation rate than the a-priori loss method. This result illustrates imbalance in inter-
preting excess eavesdropper information as an information change of legitimate sides.

Conclusion

In this work we provided an extended analysis of the method to estimate QKD security with
passive source side channels, proposed in [2]. We show that assigning the loss of excessive error
to a-posteriori outcome of legitimate receiver, the basis of the effective error method, provides
tighter estimate of the secret key upper bound than in the case of a-priori information loss. This
finding allows us to definitely use the effective error method as a practical way to estimate secu-
rity of QKD with passive side channels, compared to a-priori information loss interpretation.
Development tools of estimating security in real-world QKD systems, which inevitably contain
side channels, allow faster engagement of these systems into practice.
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