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Abstract. Quantum key distribution (QKD) is a well-studied field of science and is becoming
a common technology. Commercial systems become more available. Such systems require high
level of automatization, so, the set of real-time and prior calibrations is required for them.
In this work, we propose calibration algorithms that pre-tune the amplitude of pulses and the
laser wavelength and also maintain phase and polarization of weak coherent pulses during
generation. Described algorithms were implemented on a prototype of the commercial QKD
system and demonstrated high results.
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Annoramusa. KsantoBoe pacrnpeneneHue kiwoueit (KPK) sasnasercst xopoio umsydueHHOi
00J1aCThI0 HAyKW M CTAHOBUTCS PACIPOCTPAHEHHOMN TexHosiorueil. Kommepueckue cuctembl
CTaHOBSTCS OoJiee JOCTyMHbIMU. Takue cucteMbl TPeOyIOT BBICOKOTO YPOBHSI aBTOMAaTU3alIUU,
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MO3TOMY JUIsi HUX TpebyeTcss HabOp MpeaBapuUTe/IbHbIX KaauOPOBOK, a TakXe KaJluOpOBOK,
KOTOpBIE TTOJAEPKUBAIOT paboyee COCTOSIHME CUCTEMBI B peajlbHOM BpeMeHU. B janHoit paboTe
MBI MIpejiaraeM ajJropuTMbl KaauOpOBKY, KOTOPHIE IIPeABAPUTEIbHO HACTPAUBAIOT aMILUTUTYIY
WMITYJIbCOB M JUIMHY BOJIHBI Jla3epa, a TakxKe IMOAepKUBaIOT a3y M IMOJSpU3aluio CIa0bIx
KOTEPEHTHBIX MMITYJIBCOB BO BpeMs reHepauun. OMucaHHBIC aJTOPUTMBI OBIJIA pean30BaHbl
Ha TIpoToTulie KoMMepdeckoit cucrembl KPK m mmokasanu BhICOKME pe3ysIbTaThl.
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Introduction

The amount of information transmitted via the Internet is rapidly increasing and this infor-
mation needs to be protected. In contrast to quantum cryptography, classical cryptography has
vulnerabilities that allow the eavesdropper to gain (at least, in principle) unauthorized access to
sensitive data [1]. When this became clear, it became necessary to develop commercial quantum
key distribution (QKD) systems.

From a technical point of view, modern QKD systems consisting of a receiver and a transmitter
are complex devices that include many components, which are not calibrated by default. Therefore,
before starting the key generation process, it is necessary to calibrate all its components. Moreover,
it is necessary to develop calibration algorithms most appropriate for the selected QKD protocol and
encoding methods and pertinent to the characteristics of the internal components. The calibration
system must ensure the correct operation of the QKD setup corresponding to the security require-
ments of the key distribution. In the measurement-device-independent (MDI) QKD system [2],
calibrations are required not only for the receiver and transmitter, but also for the untrusted node.
The latter should be configured in such a way that both transmitters could interact with it properly.

Calibration of the QKD system can be divided into 2 stages: initial and real-time. During the
initial calibration, one should conFig. the components, whose properties will be constant over
time and will not require occasional reconfiguration. In contrast, the purpose of real-time calibra-
tions is a periodic adjustment of the operating parameters of the system to ensure the correctness
of the key generation process.

In this work, we describe the most essential calibration techniques needed to ensure maximum
visibility of the interference of weak coherent pulses on the beam splitter of our experimental
MDI-QKD system.

Materials and Methods

To obtain high interference visibility in the MDI QKD experiment, photons (or rather weak
coherent pulses) from both transmitters must be fully indistinguishable. It means that it is neces-
sary to align optical pulses in all their degrees of freedom: frequency, polarization, intensity, and
spatiotemporal characteristics.

When using lasers with high thermal stability, their frequencies can be aligned just at the initial
calibration. The corresponding calibration procedure we propose is based on measuring the beat
frequency observed in the interference pattern of laser beams. To perform the calibration, we
input the light from the lasers into a 50:50 beam splitter and acquire the beats with a photode-
tector. The photodetector output is analyzed with an oscilloscope, where we perform the Fourier
transform of the beats to determine the beat frequency. By changing the temperature of one of the
lasers, we minimize the beat frequency thereby minimizing detuning between the lasers.
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To obtain optical pulses from the continuous laser beam, we use fiber lithium niobate intensity
modulators. It is well-known that one should control the bias voltage level of the lithium niobate
intensity modulators during operation [3]. Due to the very low bias voltage drift of the modulators
that we used in this work, we have decided to use an adjustment algorithm based on a simple
proportional controller (P controller) to regulate it:

V.=V, -a(R-F),

where V and V _ are the bias voltages at the current and previous steps respectively, a is the pro-
portional coefficient, P is the target value of optical power, P is the average value of the optical
power at step n of the algorlthm The values P, and P, are measured using power meters built into
the transmitters. The target value of optical power P is determined by maximizing the signal-to-
noise ratio measured on single photon detectors (SPD) This P, choice allows us to achieve the best
cutting of optical pulses. Since our setup uses time-bin quantum states encoding, the signal-to-noise
ratio for the signal states gives a direct contribution to the quantum bit error rate (QBER) value.

As for the intensity calibration, we introduced the procedure that chooses one of the senders
as a master and the second one as a slave and changes the attenuation on the slave to match the
master’s power. Instead of a power, we measure the total number of clicks on all SPDs for each
transmitter separately. It is important for this calibration to make sure that all the SPDs work in
linear mode, and that the transmitters send the same pulse sequences. Since the values of losses
introduced by tunable optical attenuators on transmitters are constant in time, this calibration is
carried out only at the stage of initial setup.

Since the quantum channel is generally a single-mode optical fiber that does not preserve polar-
ization, the polarization of the optical pulse transmitted through such a channel is not correlated
with the initial polarization by default. As mentioned earlier, to ensure acceptable visibility of
interference, the pulses coming to the beam splitter from two transmitters must be indistinguishable
in each degree of freedom including polarization. In the case of time-bin encoding, a polarizing
filter coupler (a beam splitter with built-in polarizer) can be used to match the polarization at the
receiver inputs. Then a change of polarization in each arm will lead to a change in relative inten-
sities of incoming pulses. It can be shown that an acceptable level of polarization distortions in the
case of time-bin encoding is noticeably higher than in the case of polarization encoding. Therefore,
the use of time-bin encoding with interference on a polarizing filter coupler makes it possible to
significantly reduce the sensitivity of the error level to polarization fluctuations in the channel. In
addition, the polarizer guarantees the indistinguishability of independent pulses in the polarization
mode, and the error of the polarization distortion compensation algorithm will affect only the inten-
sity of interfering pulses, which does not significantly reduce the quality of interference.

To compensate for polarization distortions, we have designed a polarization control system
with two piezo-controlled polarization controllers. Such controllers are driven by an external
electrical voltage, are compact enough, and allow for good autonomy and reliability of QKD
systems in real conditions. To regularly recover the state of polarization at the receiver by means
of the polarization controllers, an active algorithm based on gradient descent was developed [4].
The adjustment is performed periodically in the key generation mode by alternately changing the
voltage on the channels of the controllers.

From a mathematical point of view, compensation of polarization distortions is a task of opti-
mizing the objective function. The QBER was used as the objective function in [4], which was
estimated in the generation mode according to statistics obtained from the analysis of detected
decoy states. In MDI QKD, we generally do not have large enough sifted keys (particularly at high
distances); therefore, it is inconvenient to use QBER as the objective function. The task of the
polarization control is reduced here to the task of maximizing the total number of clicks, which
corresponds to the maximization of the pulse intensity. As usually, this can be done by selecting the
optimal set of voltages on the piezo actuators of the polarization controller. Except for using a dif-
ferent objective function, the polarization adjustment algorithm is similar to the one proposed in [4].

SPDs in our setup operate in a gating mode — a sinusoidal voltage is applied to each SPD.
When the voltage exceeds the threshold value, the detector switches to the operating mode and
can register the pulses coming to it. The detector is in the open state for about 1 ns with a total
period of 3.2 ns. The phase of the detector corresponds to the moment of opening the gate. Since
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we can register a signal pulse only when the detector is “open”, it is necessary to calibrate the
optimal phase value within the reference signal period. When calibrating, we change the value of
the phase (the time of the gate appearance), scanning the entire period.

Also, to obtain good visibility of the interference pattern, it is necessary that the time of
arrival (phase) of laser pulses from both transmitters was the same. To perform this, the phase
(spatial) alignment is required [5]. At the first stage of calibration, optical pulses are sent only by
the master transmitter, and the phases of all SPDs are adjusted to them. In the second stage, a
similar sequence of pulses is sent by the slave transmitter, and the corresponding phase shift is
determined. Further, using the difference in phase shifts for the two transmitters, the slave adjusts
to the master by changing the values of the delay lines. For rough alignment of optical pulses, a
time shift of the intensity modulator with a step of 400 ps is used. The 400 ps is determined by
the DAC used to control the modulator. For more precise alignment, a tunable optical delay line
(TODL) installed in one of the receiver arms is used. Thus, it is possible to achieve a high degree
of alignment of the arrival time of optical pulses from two transmitters. This setting is performed
at the initial stage of calibration.

However, temperature variations in the fiber and physical influences on it change the time of
arrival of laser pulses, so, the phase calibration must be performed in real-time during the gener-
ation mode. Since the number of detector clicks is used as a feedback control parameter, together
with the synchronizing sequences, we send short calibration pulse sequences between the signal
pulse sequences [6]. Like the primary calibration, the transmitters are tuned alternately, using
calibration sequences as feedback. The need for these sequences is due to the use of time-bin
encoding, in which the SPDs are configured to register certain quantum states. Note that these
sequences are not used to generate a secret key.

As a result of changing the pulse arrival time, it is also possible to change the numbering of
packages. Synchronization of package numbering at all nodes of the QKD system is necessary for
the subsequent sifting procedure provided for by the MDI-QKD protocol. The sifting procedure
refers to the reconciliation of the bases of pulse numbers from the transmitters, which corresponds
to a successful event at the receiver.

Initially, the numbering of packages is set up at the initial stage of calibration, two mechanisms
have been developed for it to set the general numbering of parcels. The first uses a change in
the delay time of the generation of the first laser pulse in the signal sequence on the transmitter,
thereby changing the numbering of the parcels. As mentioned earlier, pulse generation is per-
formed by the intensity modulator, so in this case, the moment when the high-frequency signal
is applied to the modulator changes. The second mechanism allows to adjust of the delay in the
SPD electrical channels, i.e., allows to shift of the numbering of packages on the receiver.

The electrical channels connecting the SPDs to the FPGA control board have different lengths,
which is why pulses registered at the same time on different SPDs can reach the FPGA at times
corresponding to different periods of the clock signal on the control board. To solve this problem,
we use additional individual delays in the channel of each SPD with a maximum delay equal to
7 reference signal periods.

Calibration is performed alternately for each transmitter. It is important to note that to calibrate
the package numbering, the transmitter should send a pseudo-random, not a periodic sequence
of laser pulses. At the same time, the receiver needs to know in advance which sequences the
transmitter will send to detect a correlation between the received and expected sequence by going
through the period numbers. To do this, a pseudo-random calibration sequence of pulses is used,
which is known to all nodes in the QKD system. The transmitter performs calibration by iterating
over the period numbers using a 128-period delay line. Accordingly, the shift of the package num-
bering on the calibrated transmitter modulator should not exceed 128 periods. Then the found
delays are applied to the intensity modulators of the transmitters. Delays for phase modulators are
also determined based on the delays of intensity modulators.

The described package numbering calibrations are applied in the generation mode if the QBER
level, estimated by decoy states statistics, becomes equal to 50%, which may indicate that there
is no synchronization of numbers. Accordingly, for this calibration, the generation mode is inter-
rupted, and the system switches to calibration mode. If, after numbers synchronization recalibra-
tion, the QBER level remains above the threshold value, the algorithm for the primary calibration
of the QKD system is started.
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Results and Discussion

With the described methods, we run the key generation procedure on the prototype of the
MDI-QKD system and measured second order correlation function, click count and QBER.
During the experiment, both Alice and Bob were connected to Charlie by 75 kilometers of stan-
dard single-mode telecommunication optical fiber SMF-28e. Alice and Bob’s fiber was in the
same room under the same conditions. As signal lasers with high-temperature stability we used
Koheras BASIK from NKT Photonics. As power meters for bias control were used Thorlabs
PM101A, as photodetector and oscilloscope for lasers frequency calibration were used Thorlabs
RXM40AF and Lecroy Waverunner 8404MR respectively. We can see that the number of clicks
on each SPD is kept at the level from 5500 to 5900 clicks throughout the experiment (see Fig. 1).
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Fig. 1. Number of clicks on SPDs with total 150 km of fiber for 19 hours

Since we used weak coherent states with random phase, the minimum achievable value of
second order correlation function was 50%, we obtained 52%. Fig. 2 shows the dependence of
QBER estimated by signal states. The general level of error is about 6%, and an outlier of the
error level of up to 8% was also recorded about 15 hours of the experiment. We believe that this
outlier is due to the imperfection of the bios control algorithm used, which caused a temporary
change of the signal-to-noise ratio for the signal states. Since the obtained values are appropriate
for key generation, the experiment confirmed that the proposed calibration algorithms can be
used in MDI-QKD experimental system.
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Fig. 2. QBER with total 150 km of fiber for 19 hours

Conclusion
In this work, we demonstrated the most essential calibration techniques needed to ensure max-
imum visibility of the interference of weak coherent pulses on the beam splitter of our experimen-
tal MDI-QKD system. Using the described initial and real-time calibrations, we obtained stable
QBER and number of clicks on SPDs, which allowed us to start key generation. Importantly,
described algorithms allows us not to interrupt the key generation process with any change in the
optical path lIength, which increases the speed of the secret key.
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