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Abstract. Quantum key distribution (QKD) is a modern technology that allows two
legitimate users obtaining a shared cryptographic key completely secure. Unfortunately, real
implementations of QKD systems contain vulnerabilities, such that an eavesdropper can still
get information about the key. Therefore, QKD protocols generally use privacy amplification
procedures that reduce the size of the key depending on the level of errors that are generally
assumed to be caused by a non-legitimate user. So, the quantum bit error rate (QBER) becomes
an important parameter significantly affecting the rate of key distribution. In this work, we
investigate the influence of quantum states imperfections on the QBER in the measurement-
device-independent QKD protocol with time-bin encoding. We proposed a theoretical model
that describes imperfect states, and derived formulas for the dependence of the error level on
the degree of imperfection. We also conducted an experiment, the results of which are in good
agreement with the predictions of the theory.
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Annorammsi: KBantoBoe pacnpenenenue kioueir (KPK) — coBpemenHast TtexHosorus,
TO3BOJISIIONIAST IBYM 3aKOHHBIM MOJIb30BaTE/ISIM 0€30I1aCHO MOJYIUTh OOIIMI KpUITTorpaduyecKuit
kmou. K coxanenuto, peanbHble cuctembl KPK conepxaT ysi3BUMOCTH, Tak 4TO y MepexBaTyInmKa
MOSIBJISIETCS MOTEHIMAIbHAsi BO3MOXKHOCTD MOJTyYUTh MH(MOPMALIMIO O KJTtoue. [103ToMy POTOKOJIBI
KPK 00bIMHO WCHOIB3YIOT MPOLEIYPhl YCUJIEHUSI CEKPETHOCTU, KOTOPbIE YMEHBIIAIOT pa3Mep
KJTI0Ya B 3aBUCUMOCTU OT YPOBHSI OIIMOOK, KOTOpbIE, KaK TMPABUJIO, CUYUTAIOTCS BBIZBAHHBIMU
HEJICTUTUMHBIM  TTOJIB30BaTe/ieM. TakuMm o0pa3oM, BaXXHBIM IIapaMeTPOM, CYIIECTBEHHO
BJIMSIOIIMM Ha CKOPOCTh pacIpeleeHUs] KIIoUeid, CTAaHOBUTCS KBAHTOBBII YPOBEHb OMTOBBIX
omm6ok (QBER). B aT0i1 paboTe Mbl McclieayeM BIUSIHUE HECOBEPILIEHCTBA KBAHTOBBIX COCTOSTHUI
Ha QBER B nportokoJe nerekrop-He3aBucumoro KPK Ha ¢a3zoBo-BpeMeHHOM KonupoBaHUU. Mbl
TIPEJIOKUIIN TEOPETUIECKYIO MOJIeTh, KOTOpasi OMMCHIBAET HeWIeaTbHbIe COCTOSTHUS, M BBIBEJIN
opMyJIbI 3aBUCUMOCTH YPOBHSI OIIMOOK OT CTETEeHW HeuAeaTbHOCTU. Takke ObLT MpOBeneH
9KCIEPUMEHT, PEe3yIbTaThl KOTOPOTO XOPOIIO COTJIACYIOTCS C TIPEACKA3aHUSIMU TCOPUM.
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Introduction

Measurement-device-independent QKD protocol [1] is resistant to all detector-side attacks.
The main feature of this protocol is that two transmitters (Alice and Bob), who want to distrib-
ute a secret key, prepare quantum states and send them to an untrusted central node (Charlie).
Quantum states are entangled on the beam splitter and then Charlie performs Bell state measure-
ment. Such measurements can give an eavesdropper information only about the mutual correla-
tion of transmitters bits, not about values. This allows the protocol to eliminate all vulnerabilities
associated with measurement devices. But there is still a gap between theory and practice that can
be used by an eavesdropper to obtain information about the secret key. One of the vulnerabilities
is the imperfect preparation of quantum states. In the article [2] QKD on polarization encoding
with non-ideal sources was experimentally demonstrated.

© Kynpusnos [1.A., Pynasun H.B., I'epacun U.C., Iypeuenckuii A.I1., [Terpos U.B., Menckoii [.11., lllaxosoii P.A., 2023.
Wznparens: Cankr-IleTepOyprekuii monurexHuueckuii yausepcuret Ilerpa Benaukoro.
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Our experimental setup uses time-bin encoding [3], for which the intensity modulator cuts
out short pulses from the continuous laser. If Alice prepares “0” in the X-basis, then equal pulses
are created in both time slots (we refer them to E- and L-pulses, i.e., early and late). In case of
sending “1”, it is necessary to additionally apply the phase = between the pulses. For the X-basis,
there is always a slight intensity difference between the pulses in different time slots as well as
deviation of the phase difference from 0 or z. Preparing states in the Z-basis, intensity modulator
creates a pulse in only one of the two time slots. Here, non-ideality is related to the fact that
“empty” time slot still contains some non-zero intensity. These imperfections lead to false clicks
of detectors and to an increase in quantum bit error rate (QBER).

Materials and Methods

We first considered the problem of the interference of weak coherent pulses on a beam split-
ter. Alice and Bob send L-pulses with intensities s, and s,, respectively, while the time slot cor-
responding to the E-pulse gets noise intensities { and {,, caused by imperfect operation of the
amplitude modulator. The mutual state of Alice and Bob can be thus written as

22), = Nee™), [Ve™), [Vae™), [Ve™), g

Indices @ and b denote states of Alice and Bob respectively, indices £ and L denote early and
late time modes.

As is known, complex amplitudes representing coherent pulses at the input of the beam splitter
are added and subtracted at the output ports [3]. Thus, after passing through quantum channels with
losses 7 and 1, respectively and after interference at the beam splitter, the states will have the form:

eicpa tac-’a +eitpb ﬁ> eicp,, ta&_i_ei% tbi> ®
V 2 V 2 V 2 V 2

o' taCa — ' ﬁ e'% ﬁ_ei% tbi
V 2 \ 2 V 2 \ 2

Indices ¢ and d denote output ports of beam splitter.
We calculated the gain corresponding to the clicking of detectors in orthogonal time modes.
When sending the same bits in the Z-basis, such events will lead to errors:

|ZIZI> =

cd

®

dg dp

Zerr _
O S (2ysa wVee, =2V, o Lo(xg, ) T Lo(x, =X )= )
_2ysu 25 ]0 (xCu’Cb ) + [0 (xsa 2Sp + xCa Cp )) >

where y = (1 — p, )entariun/4, x,, = (/2)Vt fvp , and [ (x) is a modified Bessel function of the
first kind. In our model, we assume that probability of dark counts p .. and efficiency n are the
same for all detectors.

Similarly, considering the sending of different bits in the Z-basis, we calculated the gain for
correct events Q%%

SasSp*

Z,corr __
0. =V, s Vs (23’ s Vsnty ~ 2 Vs e Lo, D H L (X =X ()=

“4)
_2yCa »Sh 10 (xsu X;b ) + ]0 (xCa >Sp + xsa ’cb )) ’
QBER in Z-basis can be calculated with the formula:
;@0 R (e )0l o
Sa»Sp QZ,corr + QZ,err °

Sa»Sp Sa»Sp
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where e, denotes the probability of error in the detection system, which can be caused by distor-
tions in the quantum channel that were not considered in our model.

In the X-basis, the imperfect phase between the E- and L-pulses leads to additional errors.
If we do not accurately select the voltage supplied to the phase modulator, an erroneous phase
difference 6@, appears. In a similar way, we calculated QBER for the X-basis:

>

QX,err — ( _ I (x )_
Ya Vb Yy vu,vby Va+8Ya-Yp+3Y) Y va,vby Ya+8Y4-Y5+0Y) Y YatOYaYp+0Y, " 0Ny,
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X ,corr X,err
X edQVa Vb + (1 - ed )QYa Vb
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Here y denotes intensity in the Early time slot in X-basis, 8y denotes the difference between
intensities in Late and Early time slots.

In order to verify our model, we set up an experiment in which we measured QBER depending
on the level of noise. Since the formula (3) includes detector parameters such as efficiency and
probability of dark count, it was necessary to conduct auxiliary experiment, in which the depen-
dence of the number of detector clicks N, on the power of weak coherent pulses was investigated.
This dependence is described by the formula:

_ (1=(=-p)e™N,
T (1-(-pe ™) [T

&)

where f'is the pulse repetition frequency, N, is the number of pulses, that were sent during the
time ¢. Fitting the experimental data we found parameters of detectors: probability of dark count
and efficiency (Fig. 1).
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Fig. 1. Dependence of clicks on the power of pulse

72



Physical Opti
? ysical Optics -

The transmission function of the intensity modulator from the voltage is the cosine shifted up
along the ordinate axis [5]. By changing the modulator bias, we can displace the operating point
and vary the ratio of noise power to signal pulse power. For each bias value, we sent to Charlie
pattern of the same FE-pulses, scanned the detector phase (Fig. 2) by changing the position of
the detector strobe relative to the arrival time of the pulses. From the graph, we obtained values
N_and N, i.e., the number of clicks corresponding to the signal pulses and the number of noise
clicks, respectively. N is equal to the maximum number of clicks. N is equal to the average
number of clicks that are shifted by half a period from the maximum, since the orthogonal detec-
tors are shifted relative to each other by half a period. Then, using the calibration graph of the
detector, we found the power values s and  that correspond to these numbers. Selecting shifts
and attenuation in such a way that the signal pulse power and the noise power are equal for both
transmitters, we have measured averaged QBER in key generation mode.
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Results and Discussion

Considering the interference of weak coherent pulses, we obtained dependences of the error
rates on the imperfections of the preparation of states. The plot of this dependence for the Z-basis
and experimental data are presented in Fig. 3.

The parameter e, for the theoretical curve was chosen to minimize the deviation from
the experimental data. We can say that e, limits the value of QBER that we can achieve
under the condition of perfect preparation of states. The factors affecting the parameter e,
include distortion in the optical fiber, intersymbol interference [6], errors in the polarization
adjustment system.

Conclusion

In this work, we derived formulas that allow estimating the error rate in the MDI-QKD
protocol. These formulas can be used to solve the inverse problem: to find the characteristics of
experimental equipment that allow us not to exceed a certain QBER value. We also proposed
an experimental way to evaluate the effects of error parameter e, and non-ideal states on QBER.
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