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Abstract. Measurement-device-independent quantum key distribution (MDI QKD) allows
to eliminate the single-photon detector (SPD) vulnerabilities, increase the communication
distance limits, and construct a multiple users key distribution network. Nevertheless, detector
imperfections are able to decrease the secret key rate and maximum distance by orders of mag-
nitude. In this work we propose a model of large SPD’s dead time for the phase-time-encoding
MDI QKD. We also propose a modified measurement device (Charlie) scheme with four de-

tectors which is able to partially restore the sifted key loss caused by dead time.
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Annoranua. KBaHToBoe pacmpeneieHue Kio4a C HE3aBUCHUMBIM IIEHTPaJbHBIM Y3JI0M
(KPK ¢ HIIY), mo3BoJisieT yCTpaHUTh ySI3BUMOCTH ACTEKTOpa OAMHOYHBIX (hoToHOB (J1OD).
Tem He MeHee, HECOBEPIIEHCTBO IETEKTOPAa MOXET CHU3UTh CKOPOCTh CEKPETHOro Kitoya U
MaKCUMaJIbHOE PacCTOsSIHME Ha TMOpSAKu. B aToif paboTe MbI mpemjiaraeM MoJeb OOJIBIIOTO
mepTtBoro BpeMeHn JO® misa daszoBo-BpeMeHnHoro kogupoBanusgs KPK ¢ HIY. MsI takke
npemiaraeM MOAMGHUIMPOBAHHYIO CXEeMY M3MEPUTEIHHOTO ycTpoiicTBa (Yapiau) ¢ 4eThIpbMSI
JIeTeKTopaMu, KOTopasi CIOCOOHA YaCTUYHO BOCCTAHOBUTH IOTEPIO IPOCESIHHOIO KIIoua,
BBbI3BAHHYIO MEPTBHIM BPEMEHEM.
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Introduction

Similar to conventional prepare-and-measure QKD, dead time t of a single-photon detectors
(SPD) do not affect on the MDI QKD performance as long as t is less than pulse-to-pulse time
interval in a quantum channel. This condition imposes a severe limitation on the secret key rate:
dead time limits the detection frequency from above by the 1/t value. Meanwhile, widely used
gated-mode single-photon avalanche photodiodes (SPAD) are characterized by the large dead
time T ~ 0.1—10 ps [1]. For typical pulse preparation frequency f = 10® Hz this means decrease
in detection frequency by the 3 orders of magnitude (1/ t ~ 103). This indicates the problem
of practical MDI QKD with imperfect detectors, which we attempt to solve. In this work we
consider the phase-time-encoding MDI QKD protocol with decoy-state technique and propose
slight modifications to the measurement device, which improves the protocol performance. First,
we explain how detectors’ dead time affects the Bell state measurement. Second, we provide a
theoretical model for the sifted key rate, which is useful for the optimal parameters search, and
analyze the protocol performance.

Influence on Bell measurement output

In MDI QKD the untrusted node Charlie performs Bell measurement of the Alice-Bob joint
quantum state and declares the result [2]. Events of the form 4, N A are considered successfiil,
where A, and A denote detector’s click in the corresponding time and space mode i € {c,, d},
J€{c, d ) (c and d stand for space modes, E and L stand for time modes — see Fig. 1, a) As
far as standard measurement scheme (see F1g 1, a) contains only one SPD at each beam splitter

(BS) output, the events A, ﬂA and 4, NA, cannot be detected in the case, when dead
time overlaps the second putise in a time- encoded pair, i.e. T> 1/f. Using the theoretical formula
of signal gain from [3], one can draw a simple conclusion: the loss of half of the events leads to
double decrease in the gain, and hence the speed of the sifted key.

Alternative schemes:

1. We propose the scheme with four detectors (see Fig. 1, b) which contains two detectors
at every BS output (c, d). As a result, one half of the previously discarded successful events can be
detected, which for infinite key limit gives 25% restore of the sifted key rate in comparison with
the two-detector scheme.

2. The scheme with four detectors can be upgraded in order to detect all the successful
events with equal probabilities (see Fig. 1, ¢). One can send a pulse in each half of the time slots
from previous schemes, provided that in each pair of detectors there is one that is gated in the first
half of the time slot, while another is gated in the second half. Further we refer to this scheme as
a scheme with time-divided measurement. Unfortunately, using passive beam splitters results in no
profit in sifted key rate.

Fig. 1. Measurement schemes for phase-time-encoding MDI QKD: (a) — two detectors [3], (b) — four
detectors, (¢) — time-divided measurement. BS — beam splitter, (¢, d) — output channels of BS, F,
L — time slots of pulse preparation and detection gates

© IMerpos U. B., Menckoit 1. 1., Taitnyranos A. C., 2022. U3natens: CaHkT-[leTepOyprckuii moauTeXHUIeCKuii yHUBEPCUTET
IleTpa Benuxoro.
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Sifted key rate model

The above result is valid for the sifted key rate estimation only in the case when the dead time
overlaps every second pulse (t = 1/f). Otherwise, the result obtained in the limit T » 1/fand under
conditions of synchronous dead time and infinite statistics is additionally applied [4]:

R TA='0
RT.$.0 — sift l
" 1+7R,, )

where R’ZO fp§ szZ is sifted key rate for zero dead time (drawn out of signal gain QZ

estlmated in Z-basis for u - Alice (Bob) intensities [3]), P, = = 0.5 and p, = 0.5 are signal pulse
and basis choice probablhtles respectively, R is the overall signal gain for BB84 protocol. In
the case of MDI QKD, we have to estimate overall count rate when at least one detector clicks
considering T = 0.

The simple estimation of Rtot that considers the two-detectors Charlie scheme, dark counts
and multi-photon pulses is

RY = f(Pr(n,, >0)+2p,,) 2)

tot

where
Pr(n,, >0)= (1 _ g Hala )+ (1 o )_(1 ot )(1 — ot ) =4un, 3)

is a probability of nonzero-photon pulses pass through the channel, p is mean photon number per
pulse, n, is quantum channel transmittance. This prediction does not take into account Hong-
Ou-Mandel interference on the beam splitter. Such a ‘naive’ estimation close to the one from [4].
Note, when the decoy-state technique is used, the probability above must be summarized over
all intensity pairs.

In general, for the decoy-state MDI protocol all detection events must be taken into account,
and one has to sum up all click probabilities. We consider clicks from two incoming coherent
states, prepared in different bases and of different intensities, and clicks due to dark counts. This

estimation is referred to as R(z):
Rt(ozt) = f z Pr(nclick 2 1 | Wa,b’/ua’/ub).p(!//a,b)

by by sk js by s

1 “
Zpﬂapﬂbpblpbz’

args:b,b, e{X,Z};i, j€{0,1}; 1., 1, € {u,v, 0}

p(l//a,b) = pi,jpypbasis =

Here every joint Alice-Bob quantum state v, 18 defined by the basis { Dy,s Dy, } and intensity

{p, ,p, } choice probabilities. General formula for Pr(n, > 1|v,,, 1, K, can be derived from

click —

a detector independent click probabilities D, averaged over the global phase:
d¢
Pr(nchck = 1 | l//a b> ,ua s ,ub l j H (1 D ) = 1 pble (5)

where i € {c,, ¢,, d, d,}, b,, b, € {Z, X}. One can consider pﬁfz as a probability of ’no clicks’ on
the detector. In the case of XX and ZZ basis choice (DiZZ ,DiXX are defined in [3])
P =(1=p,)'e™,

. . (6)
pZ=(1-p,) e

Here p' = pn, + pn,
It is left to calculate the probabilities for the cases XZ and ZX (it is worth noting that these
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cases are connected through the replacing p, to p, and vice versa). One has to consider a state

‘emﬁa \/ﬂ_ > ‘ ITRYS \/ﬂ_ >aL|O>bE & \/ﬂ_b >bL (7)

ag
After passing through the channel and beam splitter this state becomes

ot /mzﬂa> ei(¢a+aa)\/77aﬂa +ei¢b\/77béub> ®

, 2
i ()
®|e* /M o0, (MM, _ o (17,44
2 2 2
dp dy
In this case the detection probabilities are equal to
A
D, =D, =1-(1-p,)e *,
DCL =1= (1 ~Pu )e—l/z(ﬂa#u 1y Hy + 2/ Tl 1y COS(Ay+6,)) , (9)
D =1- (1 -p )6—1/2(7Ia/‘a+7717#b = 2T ol M COS(A g+, )
d, — de .
As a result, we derive that
pal =(=p) et e prf =(1-p,) e e™. (10)

Thus, we can accurately estimate R;.;O for a two-detector measurement scheme. To compare
sifted key rate with proposed alternatives, consider RS’I;O =r(n,) asa function of an SPD quantum
efficiency n,,.

Alternative schemes:

1. In the scheme with four detectors, when one detector in an arm of the first BS clicks,

the left detector in the same arm and the second BS can be regarded together as a detector with
n,/2 efficiency. In order to predict the sifted key rate, we can use the same equations, but instead

of RZ." =r(n,) we consider R’ =r(n,)+r(n,/2);
2. In the scheme with time-divided measurement one doesn’t have to throw away the half
of successful events in the Bell measurement, but all the detectors always have constant decrease

in efficiency (n,/2). Therefore, we consider R:"=r(n,/2) and R, =7'(n,/2).

We note that R;;O formulas for alternative schemes are numerically accurate only in single-
photon approximation and the limit of T > 0. Otherwise, they provide estimative results.

Simulation

In Fig.2 we compare the computed secret key generation rate RS’;O for three presented
detection schemes as a function of detector’s dead time t. Other model parameters are listed
in Tab. 1. Four-detector scheme shows only partial restore, which is about 1.25 times of the
measurement scheme with two detectors. Meanwhile, even considering double preparation
frequency, time-divided scheme shows no restore of the key rate loss due to undetected successful
events, as expected. Nevertheless, the dead time t < 10 ps slows down MDI QKD by up to
3 times, regardless of the measurement scheme. One can also note the significant difference

between ‘naive’ sifted key rate estimation R and accurate model R®.
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Table 1
Key model parameters
l“l V (’0 p pu pv Lah’ km Tld Pdc f
0.3 w50 w100 0.5 0.5 0.25 160 10% 106 3x10%

Notations: {,v,0} are signal, week decoy and vacuum intensities (average number of photons
per pulse), {p,, J p,} are basis and pulse intensity choice probabilities, Lab — total line length
(0.2dB/km fiber loss), n,, p,. — detector quantum efficiency and dark count probability, / — pulse

repetition frequency.

==== R Classic
201 — R twa SPD
—— R four 3PD
R time-divided
four SPD

121 two SPD, all events

T, LS

Fig. 2. Dependence of sifted key rate Rsift from dead time t of a single photon detector (SPD).
Three measurement schemes are compared (see Fig. 1). RV — ‘naive’ estimation, R® — our general
theoretical result

Conclusion

Dead time of a single-photon avalanche photodiode causes the dramatic decrease in the sifted
key rate of a QKD setup. Phase-time-encoding MDI protocol is even more vulnerable for dead
time t© > 1/f, because it leads to the loss of a half of successful events in the Bell measurement.
We proposed the theoretical model in order to predict the total number of detection events in the
measurement scheme. We also proposed and compared measurement schemes with four detectors
and with time-divided measurement, where the former is able to compensate for 25% of losses
due to previously undetected events. This theoretical result needs further confirmation either
by numerical or natural experiment. Meanwhile, the proposed sifted key model is applicable
to accurate parameter optimization [5], compared to often used ‘naive’ estimations of the total
number of events.
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