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Abstract. Commercial fiber quantum key distribution systems require the implementation of 

a protocol for synchronizing the frequency synthesizers of the transmitter and receiver nodes. 
Frequency mismatch may be due to temperature fluctuations, mechanical effects and imper-
fections in the technological processes. In this work, an algorithm for automatically adjusting 
Alice's and Bob's frequency to Charlie's frequency is proposed. After optimizing the algorithm 
parameters, it was tested on optical lines of different lengths.
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Аннотация. Промышленная система квантового распределения ключей требует ре-

ализации протокола синхронизации генераторов опорных частот узлов передатчика и 
приемника. Расхождение частот может быть связано с температурными флуктуациями, 
механическим воздействием и неидеальностью технологических процессов. В данной 
работе предложен алгоритм автоматической подстройки частоты Алисы и Боба под ча-
стоту Чарли. После оптимизации параметров алгоритма было проведено его тестирова-
ние на оптических линиях различной длины.
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Simulation of physical processes
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Introduction

Nowadays, the commercial implementation of fiber quantum key distribution (QKD) systems 
use crystal oscillators and several frequency multipliers as frequency synthesizers to generate the 
operating frequency. At the same time, the existing technological production process does not 
allow obtaining frequency synthesizers with identical output parameters. Moreover, modern crystal 
oscillators do not have high stability over long periods of time due to temperature fluctuations 
or mechanical stress. The discrepancy between the frequencies of the synthesizers is crucial for 
key generation. So, it is necessary to organize frequency synchronization system for experimental 
measurement-device-independent QKD protocol (MDI-QKD) fiber setup.

There are three main approaches to organize the synchronization protocol in QKD systems. 
The most common method for time synchronization of nodes in MDI-QKD fiber setups is to 
use a frequency synthesizer as a reference for all nodes. In this scheme, the generator is typically 
installed on Charlie's device and connected to Alice's and Bob's control boards via electrical 
cables [1, 2]. This synchronization method is traditionally used in proof of principle experiments. 
However, a significant disadvantage of this approach is that it is impossible to distribute Alice's 
and Bob's devices at a large distance from Charlie. Accordingly, this is critical for the commercial 
implementation of the QKD system but is excellent for laboratory testing.

The second method is based on computing the cross-correlation of transmitted and received 
qubit sequences [3]. The disadvantage of this approach is the necessity to use single photon 
detectors (SPD), which are the most technologically complex node of modern QKD systems. 
The last approach is to use high energy optical pulses sent by Alice through a quantum channel 
[4] or an additional fiber [5] to transmit the frequency of Alice's synthesizer. The use of a 
second fiber imposes additional requirements on the integration of the QKD system into existing 
telecommunication networks and increases the cost of the system.

Materials and Methods

In the MDI-QKD protocol the secret key is distributed between the two transmitters (Alice 
and Bob) using the untrusted central node (Charlie). Since SPDs are located at Charlie’s node, 
we cannot use qubit-based synchronization method. Therefore, for experimental MDI-QKD fiber 
setup we suggest to use quantum channel to transmit the synchronization signal. Since Alice and 
Bob are not connected by an optical fiber, we use a laser and a 50/50 beamsplitter to generate a 
synchronization signal on Charlie. The wavelengths of the synchronization laser and the signal 
laser are in different DWDM channels. In this configuration the sync pulses propagate in the 
opposite direction through the quantum channel. To eliminate their influence on the quantum 
signal and the SPDs, we use time-division multiplexing and WDM optical filters.

From the point of view of the theory of control of technical systems, the task of adjusting the 
frequency of one synthesizer to the frequency of another synthesizer can be considered as the task 
of designing and implementing an industrial control system (ICS). A phase-locked loop (PLL) 
system was chosen as the ICS. We use photodetectors to register the optical synchronization 
signal and to convert it into an electrical signal.

To obtain a phase error value between the synthesizers, the synchronization signal is sent to 
one of the inputs of the phase detector (PD). The signal from Alice's (Bob’s) synthesizer is sent 
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to the second PD input. Then we tune the frequency by changing the voltage supplied to Alice's 
(Bob's) synthesizer. The value of the control signal is calculated using a proportional – derivative 
controller (PD controller). In general, the integral term is also used to calculate the correction, 
but during the experiments it was decided not to use it to simplify the optimization process of the 
gain coefficients. By using third and fifth order derivative terms we can achieve a high frequency 
tuning rate even if the initial frequencies of the synthesizers are very different:

3 5( ) ( 1)u n P D D D u n= + + + + −                                                         (1)

where P is the proportional term, where D is the derivative term, where u(n ‒ 1) is the voltage 
on the frequency synthesizer, calculated in the previous iteration of the protocol. Terms for u(n) 
calculates as follows:
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where Kp is the proportional term coefficient, where Kd is the derivative term coefficient, where 
Kd3 is the third order derivative term coefficient, where Kd5 is the fifth order derivative term 
coefficient, where e(n) is the phase error value on current iteration, where e(n ‒ 1) is the phase 
error value on the previous iteration, where ∆econst is the target phase error value.

Results

For proof of principle experiment we built experimental setup, consisting of Alice and Charlie. 
The proposed synchronization protocol has four hyperparameters – the gain coefficients of the 

terms of the controller. Using the method of experimental tuning 
with different sets of coefficients, their optimal values were found 
(Table 1). 

To estimate the accuracy of the synchronization, we measured 
the frequency ratio of Alice's and Charlie's synthesizers with 75 km 
of fiber. During the experiment, the Keysight 53220A 350 MHz 
universal frequency counter was used, and the sampling rate was 
1/60 Hz (Fig. 1). During the tests with optimal coefficients, we 
were able to achieve stable synchronization with accuracy up to the 
twelve decimal place. The experiment confirmed that the proposed 
protocol can be used in MDI-QKD experimental setups.

Coefficient Value

Kp 2×10‒3

Kd 8×10‒3

Kd3 3.2×10‒10

Kd5 1.6×10‒8

T ab l e  1 

PD controller coefficients

Fig. 1. The frequency ratio of Alice's and Charlie's synthesizers with 75 km of fiber for 16 hours
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Simulation of physical processes

For the next experiment, the MDI-QKD fiber experiment setup was built and the proposed 
protocol was implemented on it. Both Alice and Bob were connected to Charlie by 75 kilometers 
of standard single-mode telecommunication optical fiber SMF-28e. As frequency counter was 
used Keysight 53220A with sampling rate of 1/60 Hz. We run the synchronization process using 
the coefficients from Table 1 and measured the frequency ratio during 16 hours (see Fig. 2). We 
can see the accuracy of the synchronization is up to the twelve decimal place, which is consistent 
with the results of the previous experiment.

Fig. 2. The frequency ratio of Alice's and Bob's synthesizers with 150 km of fiber for 16 hours

Conclusion

We have demonstrated frequency synchronization protocol for MDI-QKD setups, utilizing 
a laser and a 50/50 beamsplitter to transmit the synchronization signal and a PLL system to 
calculate the value of the control signal. Importantly, this method allows the use of a single 
optical fiber to transmit quantum and synchronization signals. The obtained results show that our 
approach allows us to maintain frequency synchronization at a high level. It is worth pointing 
out that this work has been carried out in a laboratory with fiber coils. It is necessary to perform 
a similar demonstration in the scenario of real telecommunication networks to confirm the 
robustness of the proposed protocol.
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